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Providing Privacy to our Patients

	Privacy and confidentiality of our patients are important aspects in healthcare. Privacy is so important; we have made it a patient’s right and have strict laws protecting this right. I believe protecting patient confidentiality is a personal responsibility for healthcare workers. I’ve been blessed to work in healthcare for many years, in that time saw how easy it can be to break a patient’s privacy. This is why, we need to make the right choices every day to protect our patients. Years ago, I worked in an OB/GYN clinic file room for a large hospital system, this was at a time when we had both an electronic medical record (EMR) and a paper chart on each patient. One of my co-workers was fired for looking up information on someone in her household. This seems like a minor violation; however, medical companies take these violations very seriously and will audit for red flags with their employees and act accordingly. As a phlebotomist at the same hospital system, I was flagged for going into a chart of a patient with the same last name as myself, although I did not know this person and we were not related. The hospital reached out and asked a few questions, they learned I was in the EMR for a job-related reason and determined there was no need for any further action to be taken.  Another incident at the same hospital system, my co-worker was not feeling well and as her symptoms were not improving, she stopped in the ER to get checked out. She was admitted and being it was the weekend, we were the only phlebotomists available, thus I needed to draw her labs. Again, I was flagged for accessing a co-workers EMR, but after explaining the situation, I was cleared of any wrongdoing.  These examples are straightforward privacy related issues that are easy to find and resolve. In the 
healthcare system there are many examples that are not as easy to monitor and require the healthcare worker to take personal responsibility for their actions. 
In 1996 the Health Insurance Portability and Accountability Act was passed by Congress. With the increased use of electronic records and transactions, privacy became a major concern.  Because of this, HIPAA was enacted to create a set rules for uniform electronic health care transactions. (Solove, 2021). In 2000, the Department of Health and Human Services finalized the HIPAA Privacy Rule. The Preamble to the rule states; “ According to the American Health Information Management Association (AHIMA), an average of 150 people “from nursing staff to x-ray technicians, and billing clerks” have access to patient’s medical records during the course of a typical hospitalization. While many of these individuals have a legitimate need to see all or part of a patient’s record, no laws govern who those people are, what information they are able to see, and what they are and not allowed to do with that information once that have access to it”. (Solove, 2021) As stated in the privacy rule, many people in the healthcare system are privy to protected health information (PHI). Healthcare companies run audits to ensure compliance of HIPAA rules and address any red flags. But what happens when violations are not caught in an audit? This is where personal responsibility of the healthcare worker begins. I have seen co-workers cross that line. Many times, they let their own curiosity get the best of them. It can be easy to look deeper in the EMR than is needed for the healthcare worker’s job. This becomes bigger when you live in an area with “celebrities”. Green Bay is a professional sports town, not only do we have a pro football team with high profile athletes, we also have medical services that 
cater to other pro-athletes. Personally, I have needed to check or care for well-known athletes and their family members, legally I can’t say at thing. Ethically, it would be a breach of trust between the patient and the health care system.  These HIPAA breaches can cost the healthcare worker not only their job, but they may also face a fine of up to $50,000 or more and/or imprisonment up to 5 years. (Goldman, 2021) This makes choosing to protect patient’s privacy a personal obligation every day. I don’t believe most healthcare workers are intentionally breaking HIPAA laws, we become compliant and need continuing education regarding HIPAA laws and what is or isn’t acceptable. 
As Physical Therapist Assistants, we are guided by the Standards of Ethical Conduct for the Physical Therapist Assistant as determined by the house of delegates of the American Physical Therapy Association (APTA). In addition, we are further guided by a set of core values (accountability, altruism, collaboration compassion and caring, duty, excellence, integrity, and social responsibly) of the APTA (APTA 2021).  Regarding patient privacy, Standard #2 and Standard #5 of the Standards of Ethical Conduct provides important direction to PTAs. Standard #2 states, “ Physical therapist assistant shall be trustworthy and compassionate in addressing the right and needs of the patient and clients”  this is further broken down in to Standard 2D, “ Physical therapist assistants shall protect confidential patient and client information and, in collaboration with the physical therapist, may disclose confidential information to appropriate authorities only when allowed or as required by law”  (APTA 2021). Standard #5 states Physical therapist assistants shall fulfill their legal and ethical obligations (APTA 2021). These standards from the APTA give PTAs the guidance and support they need to maintain the responsibility they have in protecting their patient’s privacy.  Support from professional bodies and employers are an important part 
of an external watch over HIPAA laws, however we as healthcare providers need to take personal responsibility in protecting patient privacy. 
What does it mean to have personal responsibility to something? Marrian-Webster’s definition of responsibility is the quality or state of being responsible: such as A: moral, legal, or mental accountability B: reliability, trustworthiness. This leads up back to the APTA’s core values specifically, accountability in addition to duty, integrity, and social responsibility as guiding values.  In conclusion, we as PTAs and healthcare workers, need to be aware of our professional standards, core values and HIPAA laws in being personally responsible for protecting the privacy of patients. 
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